How Smart, Connected Products
Are Transforming Security
A security view of the new Harvard Business Review article, How Smart, Connected Products are Transforming Companies
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THE DEFINITIVE ARTICLES ON THE IoT
PTC President and CEO, Jim Heppelmann, and Professor Michael Porter of
the Harvard Business School, collaborated on a multi-year research project
to understand the impact of smart, connected products, commonly referred to
as the “Internet of Things,” on competition and companies.
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Smart, connected products
will give rise to the next era of
IT-driven productivity growth at
a time when the impact of earlier
waves of IT has largely played
itself out.”
– November 2014

SPOTLIGHT ON MANAGING THE INTERNET OF THINGS

How Smart,
Connected Products
Are Transforming
Competition

The findings of their research were published in two Harvard Business Review
articles, How Smart, Connected Products Are Transforming Competition
published in the November 2014 issue, and How Smart, Connected Products
Are Transforming Companies published in the October 2015 issue.
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The operations and organizational structure of firms are being radically
reshaped by products’ evolution into intelligent, connected devices.
by Michael E. Porter and James E. Heppelmann
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Smart, connected products are
transforming how companies
design, manufacture, operate and
service products, and ultimately,
how they organize to create and
capture value.”
– October 2015
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TRANSFORMING COMPANIES: EXECUTIVE SUMMARY
How Smart, Connected Products are Transforming Companies, the second in
this two-part series, focuses on the impact of smart, connected products on
companies’ operations and organizational structure.
The unprecedented data and capabilities that smart, connected products
generate are driving this transformation. The impact is reshaping the work of
virtually every function in the Value Chain, including product development, IT,
manufacturing, logistics, marketing, sales, and after-sale service.
In addition, new forms of cross-functional collaboration and entirely new
functions are emerging:
• IT & R&D Collaboration: Reflecting the new need for IT in
product development
• Unified Data Organization: Handles enterprise-wide data management
and analytics
• Dev-Ops: Oversees ongoing product updates and efforts to shorten
product-release cycles
• Customer Success Management: Ensures customers gain ongoing value
to reduce churn
How will security need to transform in order to enable and capitalize on the
unprecedented data and capabilities that smart, connected products generate?
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TRANSFORMING THE VALUE CHAIN
The Value Chain, a concept defined by Michael Porter in his 1985 best-seller Competitive Advantage, are the many discrete activities a firm performs in designing, producing, marketing, delivering and supporting its product. Each of these activities contributes to a firm’s cost and creates a basis for differentiation, which
enables competitive advantage. Using Porter’s Value Chain framework, the impact of smart, connected products on each activity is analyzed.
The “Firm Infrastructure” activities refer to those needed to enable the functions to maintain daily operations. Accounting, legal, and finance are examples of
traditional infrastructure that businesses can use to their advantage. Security is now an increasingly critical component as well.

FIRM INFRASTRUCTURE
Human Resource Management
Technology Development
Procurement

Inbound
Logistics
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SMART, CONNECTED PRODUCT SECURITY IMPLICATIONS
Smart, connected products share some familiar vulnerabilities with IT in general and internet security more specifically. However, these products have major
new points of vulnerability, they lack common defense mechanisms, and the impact of intrusions can be more severe.

SMART, CONNECTED
PRODUCT SECURITY

ISSUE

MORE AT STAKE

EASIER TO ATTACK

1

2

INTERNET SECURITY

IMPLICATIONS

Impact Magnitude

Lost Life

Lost Information

Security breaches can affect both physical
and data assets

Number of End
Points

Tens of Billions

Half a Billion

Higher number of devices at which
to launch attacks

Entry Points

Product Software
Network, and Cloud

Network, Data Center,
User Devices

More complex systems and more types of
attack entry points

Physical Access

Disrupted and Exposed

Centralized System,
Physically Protected

Many embedded devices can not count
on physical security measures

Processing Power

Weak or Limited
Processing Power

Powerful Processors

Many embedded devices can not support
run-time security solutions

HARDER TO DEFEND
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TRANSFORMING PRIVACY AND SECURITY
Until recently, IT departments in manufacturing companies have been largely responsible for safeguarding firms’ data centers, business systems, computers,
and networks. With the advent of smart, connected devices, the game changes dramatically. Security may report to the chief information officer, the chief technology officer, the chief data officer, or the chief compliance officer, but whatever the leadership structure, security now cuts across product development, dev-ops,
IT, the field service group, and other units.
These new privacy and security principles are becoming foundational for competing in a smart, connected world:

THE JOB OF ENSURING IT SECURITY NOW CUTS ACROSS ALL BUSINESS FUNCTIONS. The IT function will continue to play a central role in
identifying and implementing best practices for data and network security, however all functions will also play a role. Product development must now
embed security in physical and digital product design, for example by giving customers or users the ability to control when data is transmitted to the
cloud and what type of data the manufacturer can collect.
RISK MODELS MUST CONSIDER THREATS ACROSS ALL POTENTIAL POINTS OF ACCESS. Customers expect products and their data to be

safe, so a firm’s ability to provide security is becoming a key source of value—and a potential differentiator. Smart, connected products share some
familiar vulnerabilities with IT in general, however they are widely distributed, exposed, and hard to protect with physical measures. Security measures must account for the device, the network to which it is connected, and the product cloud.

DATA PRIVACY AND THE FAIR EXCHANGE OF VALUE FOR DATA ARE ALSO INCREASINGLY IMPORTANT TO CUSTOMERS. Creating data
policies and communicating them to customers is becoming a central concern of legal, marketing, sales and service. For example, marketing and
sales must clearly define the value proposition for capturing data, ensure customers are aware of the data being captured and how it will be used, and
secure approval for its usage.
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INDUSTRY ANALYST PERSPECTIVE
IoT and the Next Frontier for the Cybersecurity Industry
— By Michela Menting, Digital Security Research Director, ABI Research

The Internet of Things (IoT), the connection of physical-first products on a
multi-point basis and their exposure to digital applications, represents the next
frontier for the cybersecurity industry. Certainly, the IoT are having a significant impact on companies, and their adoption and integration are radically
transforming both companies and competitions. Professor Michael Porter and
James Heppelmann, CEO of PTC, dive deep into this transformative change in
their Harvard Business Review Article, How Smart, Connected Products Are
Transforming Companies (October 2015 issue). Inevitably, the role of security
needs to be critically revised and adapted to this new environment.
While recent media coverage has sought to expose the more sensationalist
elements of hacked toilets and spamming fridges, the implications should
not be brushed aside as solely hype. The issue with vulnerable Things is no
less significant because it highlights the worrying trend that secure product
development is not the norm among manufacturers and application developers. The reason for this omission is…
Read the full article on PTC.com.
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SUMMARY
The capabilities and data generated by smart, connected products dramatically increase the opportunities for value creation and higher productivity,
but require companies to build and support a new technology stack and face
10 new strategic choices.
This innovation is going to transform the nature of work across all business
functions, starting with product development, which require new skills such
as software development, data science, UI design, IoT security, and systems
integration, that are in short supply.
We are still early in the transformation and the organizational transition will be
evolutionary, with old and new structures operating in parallel for many years.
To get started however, it is critical for companies to align on these concepts
across business functions and define a comprehensive strategy. Defining and
prioritizing IoT use cases, like Rapid and Secure IoT Application Development,
to pilot is the clearest path to creating value. If you’re ready to go from thinking
about IoT to winning in the new competitive environment of smart, connected
products, request an Innovation Workshop.
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