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1. Overview

1.1

1.2

This document provides information for setting up a secure DCOM connection between
an OPC server and a client running on a supported Microsoft operating system.

What is DCOM?

Distributed Component Object Model (DCOM) is an extension of Component Object
Model (COM) that allows COM components to communicate among objects on different
computers. DCOM uses Remote Procedure Call (RPC) to generate standard packets that
can be shared across a network, which in turn allows COM to communicate beyond the
boundaries of the local machine.

i

Because DCOM poses a security threat, care should be taken to expose only what is
required for the application. Although multiple security layers exist, it is still possible
that some part of the system can be compromised.

What is OPCEnum?

The OPC server stores OPC-specific information in the registry. Since OPC clients must
be able to discover servers running on the same machine and remote machines, there
needs to be a standard method for accessing this registry information (which is not
available for remote access). To do so, a component called OPCEnum is provided by the
OPC Foundation. OPCEnum is an executable typically installed on a computer with the
OPC server. It runs as a system service and provides a means to browse the local
machine for OPC servers and exposes the resulting list to the OPC client.

2. Users and Groups

2.1

To ensure that an OPC connection is secure, create users and groups exclusively for this
use. These can be manually added by any user with the proper credentials.

Domains and Workgroups

When working within a workgroup, each user needs to be created locally on each
computer involved in the connection. Furthermore, each user account must have the
same password for authentication to occur. A blank password is not valid in most cases.

When working within a domain, local users and groups are not required to be added to
each computer. If working within a domain is preferred, a network administrator may
have to implement changes.

Mixing domains and workgroups requires both computers to authenticate with the
lesser of the two options. As such, local user accounts must be added to the domain
computer.

Note: The client application must run as the authenticated user.
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2.2 Adding a Local User

1. Launch Local User and Groups, which is part of the Microsoft Management Console.
To view it directly, select Start | Run and type "lusrmgr.msc".

P Jusrmgr - [Local Users and Groups (Local)] — O X
File  Action View Help

o= | =2 HE

& Local Users and Groups (Local) || Name Actions
- Users [ Users Local Users and Groups (Local) -
| Groups Groups

More Actions

2. Click Users.
3. Select Action | New User.

4, Type the appropriate information in the dialog box.

Mew User ? %
User name: |OPCUser1 |
Full name: | |
Description: |This user is for OPC communications. |
Password: |........ |
Corfirm password: |"0"uo |

User must change password at next logon
User cannot change password
Password never expires
] Account is disabled

Help Create Cloze

5. Click Create.
6. Click Close.

2.3 Adding a Local Group

1. Launch Local User and Groups, which is part of the Microsoft Management Console.
To view it directly, select Start | Run and type "lusrmgr.msc".

2. Click Groups and select Action | New Group.

3. In Group name, type a name for the new group.
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Mew Group ? *
Group name: |O PCGroup |
Description: |This group ig for OPC communications. |
Members:

Add... Bemove

Help Create Close

4. In Description, type a phrase to identify the new group.
5. Click Create.
6. Click Close.

2.4  Adding Users to a Group

1. Launch Local User and Groups.
2. Select Groups.

3. Right-click on the new group and select Add to Group, then select Add.

Select Users *

Select this object type:
|Users or Builtin security principals | Object Types...

From this location:
[OPCSERVER || Locations...

Enter the object names to select (sxamples):
OPCSERVERMOPCUsert Check MNames

Advanced... Cancel

In Object Types, select the types of objects to find.

In Locations, click the domain or the computer that contains the users to add.
Click OK.

Type the name of the user or group to be added to the group.

To validate the user or group names being added, click Check Names.

Click OK

v L N o oA
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3. Server Runtime

3.1

3.2

Before DCOM is configured on the server computer, the process mode should be
chosen. For more information on which process mode is appropriate for the specific
application, refer to the server help file.

i

@& Caution: Application-level DCOM settings are reset when the server's process mode
is changed.

OPC Connection Security

To provide the highest level of security, DCOM must be enabled in the Runtime. This
option, which is enabled by default, ensures that DCOM settings are enforced and user
authentication is performed.

& Caution: Disabling the option is not recommended and is not supported by
Microsoft operating systems updated after June 2022.

1. Right-click on the Server Administration icon in the system tray.
2. Select Settings.
#  Tip: If the Administration icon is not present, access it from the Start menu.
3. Select the Runtime Options tab.
4. Check Use DCOM configuration settings (if it is not already enabled).
| Administration | Configuraton |  RuntmeProcess |  Runtime Options
Project Backups

[¥] Backup the Runtime project prior to replacement

Keep the most recent 10 c

OPC Connection Security

Check the following box to use security settings supplied by the DCOM configuration
utility. Requires runtime restart.

[¥]ise DCOM configuration settings: Configure...

Click OK.

@ Tip: If prompted to restart the Runtime, choose Yes.

Setting the Identity When Running as a Service

When the OPC server's process mode is set to run as a service, the service must be set
to run as a specific user so the client can authenticate the callbacks from the server.

1. Launch Windows Services. To view it directly, select Start | Run and type
"services.msc".

2. Locate the OPC server runtime and view Properties. In this example, “KEPServerEX
Runtime” is displayed, but this can apply to other OPC servers.

www.ptc.com 4 ©2022-2023 PTC, Inc. All Rights Reserved.


http://www.ptc.com/

S5 Services
File Action

e E E =z HE »® 0w

View Help

. Services (Local) " Services (Local)

~

KEPServerEX 6.11 Runtime Mame Description Status Startup Type Log On As
£} KEPServerEX 6.1 Config APl Service Config APl...  Runnin Autematic Local System
% 9 9 9 Y-
Stop the service 2 . .
Restart the service ‘£ KEPServerEX 6.11 Event Logger Eventlogge.. Running  Automatic Local System
J,;?;KEPServerD( .11 Historian Historian co... Manual Local System
{.2 KEPServerEX 6,11 [oT Gateway loT Gateway... Manual Local System
EES‘_”Pt'D”‘ £ KEPS £x \S")-KEPSenrerEX 6.11 Key Service Key service... Running  Manual Local System
6u1r;t|me compenent o Srver EPServerEX 6.11 Runtime Runtime co.. Running Automatic MOPCUserl
‘£ KEPServerEX 6.11 Script Engine Script Engin.. Manual Local System
Q;KEPServerB( 6.11 Store and Forward Storeand F... Manual Local System
\C:)_;KtmRm for Distributed Transaction Coerdinat.. Coordinates... Manual (Trig...  Network Service
<} Language Experience Service Provides inf... Manual Local System
klLanguage exp Y
& Link-Layer Topology Discavery Mapper Creates a M... Manual Local Service
& Ty polegy Ty Mapp
Q')_;LocalProﬂleA;sistantSemce This service ... Manual (Trig... Local Service
\ Extended /(Standard/‘

3. Inthe Properties dialog, select the Log On tab.

4. Click the This account radio button.

KEPServerEX 6,11 Runtime Properties (Local Computer) bt

General Log On  Recovery Dependencies

Log on as:

(O Local System account
Allow service to interact with desktop

@]

Password:

|.\OPCU58r1 | Browse...

Corfim passwaord: |............... |

Cancel Apply

5. Enter the username or click Browse to launch the Select User dialog to assist in

selecting a valid username.

Note: The specified user must be part of the Administrators group.

6. Enter and confirm the password of the user chosen to run the server application.

7. Click OK to return to Services.

8. Restart the OPC server service to apply changes.
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4. DCOM Configuration

The computer running the OPC server requires changes to the application and system
levels to setup DCOM correctly.

4.1  Configuring the Application

1. Launch Component Services, which is part of the Microsoft Management Console.
To view it directly, select Start | Run and type "dcomcnfg".

2. Under Console Root, expand Component Services, Computers, My Computer, and
DCOM Config.

3. Browse the DCOM-enabled objects until the OPC server application is located. In
this example, “KEPServerEX" is displayed, but this can apply to other OPC servers.

CH Component Services

#. File Action

o @ XE LI HE DN

View Window Help

(21 Console Root # || Name Application ID # | Actions
v C_ﬂmnnnent Services & InstallServiceUserBroker {0450178e-e3ee-46d8-9130- DCOM Config
~ [ Computers & Internet Explorer Add-on Installer {7B29F495-0F55-49F7-2885- B
v (& My Computer 2 JumpViewExecuteHelper {c82192ee-Bcb3-dbcD-9ef-i More Actions
| COM+ Applici {7BCOCCAE-482C-47CA-AR]
~ | DCOM Config ‘g’ KEPServerEX AE 6. 11 {FFOF1A4B-E7OA-43E6-BTIE
fz" %SystemR & KEPServerEX Configuration Client ... [467DE023-58B0-4A06-8C5C
& wsystemR % KEPServerEX HDA 6. 11 {5C005440-FD5D-4610-A532
_g Fsystemrc g Language Compeonents Installer C...  {33ADC7D5-BAF1-4661-982
2 gystemrc || 5 e {020FBY39-2CEB-4DB7-9E90
2 oysternic g LockAppHost Out of Proc Helper ... {C08B030B-E91C-479D-BEFL
i systernrc g LockScreen Call Broker {DETD3D65-3434-4EF5-9318
i 32-);3it Prev g LockScreenContentServer Out of P... {3364ACFB-3238-4314-B4D:
'i Accessibili g logagent {F808DFE3-6049-1101-BA20
'i A I ‘g LxpSvc {BCES2FBT-43F4-4827-A503
& AccountV & painController App 1D {DB7B9CT3-DBDA-416D-B66 v
< > < >

4. Right-click on the server application and select Properties....

5. View the General tab.

6. Verify that the Authentication Level is set to Default.

KEPServerEX 6.11 Properties

General properties of this DCOM application

Application Name: KEPServerEX 6.11

Leam more about setting these properties.

General |ocation Securty Endpoints  Identity

Application 1D: {7BCOCCBE-482C-47CA-ABDC-OFE7FICEET25}
Application Type Local Service

Authentication Level: | Default ~
Service Name: KEPServerEXVE

? X

Cancel Apply

7. View the Location tab.

www.ptc.com
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8. Verify that only the Run application on this computer option is enabled.

KEPServerEX 6,11 Properties ? X
General Location  Secuity Endpaints  Identity

The following settings allow DCOM to locate the comect computer for this
application. f you make more than one selection, then DCOM uses the first
applicable one. Client applications may overde your selections

[ Run application an the computer where the data is located.

[IRun applica

n on this computer.
[]Run application on the following computer:

Browse...

Leam more about getting these properties.

Cancel Booly

9. View the Security tab.

10. In the Launch and Activation Permissions area, select Customize (so users and
groups can be granted permission to start the OPC server if it is not running).

11. Click Edit....

KEPServerEX 6.11 Properties 7 x
General Location Security | Endpoints  Identity

Launch and Activation Pemmissions

() Use Default

Access Pemissions

() Use Default

(®) Customize Edit..

Corfiguration Permissions
(0) Use Default

(@) Customize Edit..

Leam more about setting these properties.

OK Cancel Apply

12. In Launch and Activation Permissions, select Edit....
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Select Users or Groups *

Select this object type:

|Users. Groups, or Builtin security principals | Object Types...

From this location:

[OPCSERVER || Locations..

Enterthe object names to select (examplas):

OPCSERVERNOPCGroup Check MNames
Advanced... Cancel

13. In Object Types, select the desired object type.

14. In Locations, click the domain or the computer that contains the users or groups to
be added, then click OK.

15. Type the name of the user or group in the window. To validate the user or group
names being added, click Check Names.

16. After the account has been validated, click OK.

17. Select the new user or group.

Launch and Activation Permission ? *
Security
Group or user names:
HR SYSTEM
A0 PCGroup (OPCSERVERMOPCGroup)
S8 Administrators (OPCSERVER\Administrators)
SR INTERACTIVE
Add... Bemove
Permissions for OPCGroup Allow Deny
Local Launch O
Remote Launch O
Local Activation O
Remote Activation O
Canc

18. Enable the local and remote permissions for this user or group and click OK.

19. In the Access Permissions group, select Customize (so users and groups can be
granted permissions to make calls to the OPC server, such as browsing for items,
adding groups and items, or any other standard OPC call).

20. Click Edit....
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KEPServerEX 6.11 Properties ? X

General Location Securty  Endpoints  Identity

Launch and Activation Permissions
(O) Use Default

(®) Cugtomize Edit...

Access Permissions

() Use Defautt

Corfiguration Permissions

() Use Default

(®) Customize Edit

Leam more about setting these properties

OK Cancel Apply

21. In Access Permissions, select Edit....

Select Users or Groups X

Select this object type:

|Users. Groups, or Builtin security principals | Object Types...

From this location:

[OPCSERVER || Locations...

Enterthe object names to select {examples):

COPCSERVER\OPCGroup Check Names
Advanced... Cancel

22. In Object Types, select the desired object type.

23. In Locations, click the domain or the computer that contains the users or groups to
be added, then click OK.

24, Type the name of the user or group in the window. To validate the user or group
names being added, click Check Names.

25. After the account has been validated, click OK.

26. Select the new user or group.
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Access Permission ? >

Security

Group or user names:

BB SYSTEM
A0PCGroup (OPCSERVERNOPCGroup)

SR Users (OPCSERVER'\Users)

Add... Remove
Permissions for OPCGroup Allow Deny
Local Access O
Remote Access O
Cancel

27. Enable the local and remote permissions for this user or group.

28. Click OK.

4.2  Configuring the System

1. Launch Component Services, which is part of the Microsoft Management Console.
To view it directly, select Start | Run and type "dcomcnfg".

2. Under Console Root, expand Component Services and Computers.

2 Component Services - O

. File Action View Window Help - F

e 2@ XEE= BE D2

(23 Console Root Name Actions

v i C..an:::S:::mces :,:COM+ Appli.cations My Computer -
. A Compies | DCOM Config More Actions »

| Running P
@ Event Viewer (Local) - nunning Frocesses

“: Services (Local) _| Distributed Transaction Coordin...

Right-click on My Computer and select Properties...

Select the Default Properties tab.

Verify that the Enable Distributed COM on this computer option is enabled.
Select Packet Integrity for the Default Authentication Level.

N o v MW

Select Identify for the Default Impersonation Level.
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Wy Computer Properties ? x
Default Protocals COM Security MSDTC
General Options Default Properties

[+] Enable Distibuted COM on this computer
[] Enable COM Intemet Services on this computer
Default Distributed COM Communication Properties
The Authentication Level specifies security at the packet level

Default Authentication Level:
Packet Integrity ~

The impersonation level specifies whether applications can detemmine
who ig calling them, and whether the application can do operations
using the client’s identity.

Default Impersanation Level:
|dertify -

Security for reference tracking can be provided if authentication is used
and that the default impersonation level is not anonymous.

Provide additional security for reference tracking

Leam more about setting these properties.

o

8. Select the COM Security tab.

9. Select Edit Limits in the Access Permissions group.

Wy Computer Properties ? x
General Options Default Properties
Default Protocals COM Securty MSOTC

Access Pemissions

You may edit who is allowed default access to applications. You may
also set imits on applications that determine their own permissions.

Caution: Modfying access permissions can affect the ability
! of applications to start, connect, function and/or un
securely.

Launch and Activation Permissions

‘You may edit who is allowed by default to launch applications or
activate objects. You may also set limits on applications that
determine their own pemmissions

Caution: Modifying launch and activation permissions can
! affect the ability of applications to start, connect, function
and./ar run securely.

Edit Limits... Edit Default ...

Leam more about setting these properties.

OK Cancel Apply

10. Select the ANONYMOUS LOGON group account in the Group or user names list.
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Access Permission ? *
Security Limits

Group or user names:

H2 Everyone

[EALL APPLICATION PACKAGES

BB Performance Log Users (OPCSERVER\Performance Log L.

BR Distributed COM Users (OPCSERVER\Distributed COM Use. .
ANONYMOUS LOGON

Add... Bemove
Pemissions for ANONYMOUS
LOGON Allow Deny
Local Access O
Remote Access O
Coce

11. Enable the Local Access and Remote Access permissions for this group.

Note: OPCEnum overrides DCOM settings and opens accessibility to everyone.

This step is required because applications are not permitted to perform this action
without user interaction.

12. Click OK to return to COM Security.

13. In the Launch and Activation Permissions group, select Edit Limits...

My Computer Properties 7 X
General Options Default Properties
Default Protocols COM Security MSDTC

Access Pemissions
‘You may edt who is allowed default access to applications. You may
also set limits on applications that determine their own permissions.

Caution: Modifying access permissions can affect the ability
of applications to start, connect, function and/or un
securely.

Edit Limits... Edit Default...

Launch and Activation Permissions

‘You may edit who is allowed by default to launch applications or
activate objects. You may also set limits on applications that
determine their own permissions.

Caution: Modifying launch and activation permissions can
affect the ability of applications to start, connect, function
and.ar run securely.

o

Leam more about setting these properties.

oK Cancel Apply

14. In Launch and Activation Permissions, select Add.
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Select this object type:

|Users. Groups, or Builtin security principals | Object Types...

From this location:
[OPCSERVER || Locations..

Enterthe object names to select (examplas):

OPCSERVERN\OPCGroup Check Names
Advanced... Cancel

Select Users or Groups *

15. In Object Types, select the desired object type.

16. In Locations, click the domain or the computer that contains the users or groups to

be added and click OK.

17. Type the name of the user or group in the window. To validate the user or group

names being added, click Check Names.
18. After the account has been validated, click OK.

19. Next, select the new user or group.

Launch and Activation Permission ? *
Security Limits
Group or user names:
SR Adminigtrators (JPCSERVER\Administrators) -
82 Performance Log Users (JPCSERVER\Pedormance Log L

SR Distributed COM Users (OPCSERVER\Distributed COM Us
S8 OPCGroup (OPCSERVERNOPCGroup)

£ >
Add... Bemove
Pemissions for OPCGroup Allow Deny
Local Launch O
Remate Launch O
Local Activation O
Remate Activation O

Canc

20. Enable the local and remote permissions for this user or group.

21. Click OK to close the My Computer properties window.

4.3  Applying Changes

After DCOM settings have been modified, the changes may not be applied immediately.
Some operating systems require a reboot for DCOM changes to take effect.
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5. Firewalls

It may be easier to turn off any firewalls that may be running on both the client and
server machine while configuring DCOM. Once a connection has been successfully
established, it is recommended that the firewall security is restored and the correct
exceptions are added.

5.1  Server-Side Exceptions

1. To launch the Windows Firewall, select Start | Run and type "firewall.cpl".

ﬁ Windows Defender Firewall — [m] X
3 v A i« System and Security » Windows Defender Firewall v o o

Help protect your PC with Windows Defender Firewall

Control Panel Home

Windows Defender Firewall can help prevent hackers or malicious software from gaining access to your PC

Allow an app or feature through the Internet or a network.
through Windows Defender
Firewall -
l v Private networks Connected
) Change notification settings
& Tum Windows Defender Networks at home or work where you know and trust the people and devices on the network
Firewall on or off
) Restore defaults Windows Defender Firewall state: On
& Advanced settings Incaming connections: Block all connections to apps that are not on the list
of allowed apps
Troubleshoot my network N =
Active private networks: ¥ Network
Notification state: Notify me when Windows Defender Firewall blocks a
new app
l 0 Guest or public networks Not connected

Networks in public places such as sirports or coffee shops

Windows Defender Firewall state: on
Incoming connections: Block all connections to apps that are not an the list
of allowed apps
See also Active public networks: None
Security and Maintenance Notification state: Notify me when Windows Defender Firewall blocks a
Network and Sharing Center newape

2. Verify that the firewall is enabled. If needed, select Turn Windows Defender
Firewall on or off and customize as needed.

3. Add TCP Port 135 to the firewall and allow the connection.

@ New Inbound Rule Wizard *

Protocol and Ports

Specify the protocols and ports to which this rule applies

Steps:

@ Rule Type Does this rule apply to TCP or UDP?
@ Protocol and Ports @® ICP

@ Action O uop

@ Profile

@ Name

Does this rule apply to all local ports or specific local ports 7
() All local ports

(@) Specific local ports: 135
Example: 80, 443, 5000-5010

< Back MNext > Cancel

4. Add OPCEnum to the firewall and allow the connection.
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0 Mew Inbound Rule Wizard e

Program
Specify the full program path and executable name of the program that this rule matches

Steps:
@ Rule Type Does this rule apply to all programs or & specific program ?
& Program
@ Action () All programs
@ Profile Rule applies to all connections on the computer that match other rule properties.
@ Name
(® This program path:
|°»:;SystemRooil\SysWOWGn‘l\Ochnum.exe | | Browse... I
Example: c:\path'program .exe

“%:ProgramFiles . \browser‘browser exe

< Back Next > Cancel

5. Add the server application executable to the firewall and allow the connection.

@ Mew Inbound Rule Wizard *

Program

Specify the full program path and executable name of the program that this rule matches.

Steps:
@ Ruls Type Does this rule apply to all programs or & specific program?
& Program
@ Action O Al programs
@ Profile Rule applies to al connections on the computer that match other rule properties
@ Name
(® This program path:
|°&;PrcgramFi\es°é (xBE}\Kepware \KEPServerEX B'server_rurtime exe | I Browse...
Example: c:path'\program exe

“-ProgramFiles . \browser‘\browser exe

< Back Meat = Cancel
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5.2  Client-Side Exceptions
1. To launch the Windows Firewall, select Start | Run and type "firewall.cpl".

0Winduw5 Defender Firewall — O *
- v N ﬂ < Systemn and Security » Windows Defender Firewall ~ [¢] el

Help protect your PC with Windows Defender Firewall

Control Panel Home

Windows Defender Firewall can help prevent hackers or malicious software from gaining access to your PC

Allow an app or feature through the Internet or a network,
through Windows Defender
Firewall .
l ° Private networks Connected
M) Change notification settings
&) Turn Windows Defender Networks at home or work where you know and trust the people and devices on the network
Firewall on or off
% Restore defaults Windows Defender Firewall state: On
% Advanced settings Incoming connections: Elock all connections to apps that are not on the list
of allowed apps
Troubleshoot my network =
Active private networks: ¥ Network
Notification state: Notify me when Windows Defender Firewall blocks a
new app
l 0 Guest or public networks Not connected

Networks in public places such as airports or coffee shops

Windows Defender Firewall state: On
Incoming connections: Block all connections to apps that are not on the list
of allowed apps
See also Active public networks: Mone
Security and Maintenance Notification state: Motify me when Windows Defender Firewall blocks a

Metwerk and Sharing Center newape

2. Verify that the firewall is enabled. If needed, select Turn Windows Defender
Firewall on or off and customize as needed.

3. Add 135 as the Specific local ports to the firewall and allow the connection.

@ Mew Inbound Rule Wizard *

Protocol and Ports

Specify the protocols and ports to which this rule applies.

Steps:

> Rule Type Does this rule applyto TCP or UDP?
» Protocol and Ports @® ICP

» Action O upp

» Profile

» Name

Does this rule apply to all local ports or specific local ports?

() All local ports
@) Specific local ports- 135
Example: 80, 443, 5000-5010

< Back Next > Cancel

4. Add the client application to the firewall and allow the connection. In this example,
the client is the OPC DA Client driver running within the Runtime service.
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0 MNew Inbound Rule Wizard

Program
Specify the full program path and executable name of the program that this rule matches.

Steps:
@ Rule Type Does this rule apply to all programs or a specific program ?
& Program
@ Action () All programs
@ Profile Rule applies to al connections on the computer that match other rule properties
@ Name
(® This program path:
|2ngramﬂ\es‘1, (xBE)\Kepware\KEPServerEX B'\server_runtime exe | I Browse...
Example: c:\pathprogram exe

“%ProgramFiles*‘\browser‘browser exe

< Back Mest == Cancel
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6. Network Discovery (Optional)

The Network Discovery setting allows or prevents the computer to detect or be detected
by other computers on the network. OPC clients might not be able to browse for the
server depending on how Network Discovery is configured. If the OPC server's ProgID is
known and can be manually entered into the client application, browsing is not

necessary and often not configured.

1. Click Start | Control Panel | Network and Internet | Network and Sharing

Center | Advanced sharing settings.

2. Under the Network Discovery section, select the radio button to Turn on network

discovery.

3. Click Save changes.

*§ Advanced sharing settings

« A o « Networ.. > Advanced sharing settings v O

Change sharing options for different network profiles

each profile.
Private (current profile)

Network discovery

visible to other network computers,

(® Turn on network discovery
[ Turn on automatic setup of network connected devices.
() Turn off network discovery

File and printer sharing

be accessed by people on the network,

(® Turn on file and printer sharing
(2) Turn off file and printer sharing

Guest or Public

All Networks

Windows creates a separate network profile for each network you use. You can choose specific options for

When network discovery is on, this computer can see other netwerk computers and devices and is

When file and printer sharing is on, files and printers that you have shared from this computer can

GS&-'E changes Cancel

Note: Network Discovery may also require additional firewall configuration as well
as additional configuration to some of the required services, such as Function
Discovery Provider Host, Function Discovery Resource Publication, SSDP Discovery,

and UPnP Device Host.

www.ptc.com 18

©2022-2023 PTC, Inc. All Rights Reserved.


http://www.ptc.com/

7. Local Security Policies

When computers involved in the remote connection are part of a workgroup, it may be
necessary to edit the Local Security Policy. This should only be done if it is necessary. In
most cases, the server computer may require changes to the authentication model
whereas the client computer needs to have access to browse for servers.

7.1 Server-Side Policies
This setting determines how local users are authenticated. When the setting is set to
Classic, remote logons use the same level of access that is set for the local account
given that it has the same username and password. The Sharing and Security Model
may need to be set to Classic on the server computer only.
1. Launch Local Security Policy, which is part of the Microsoft Management Console.
To view it directly, select Start | Run and type "secpol.msc".
2. Under Security Settings, expand Local Policies.
3. Select Security Options.
4. In the list, right-click on Network access: Sharing and security model for local
accounts and select Properties....
F Local Security Pelicy - m} *
File Action View Help
e 2R XE=| 85
B Securty Settings Policy - Security Setting "
5 Account F'?Ilcles | Metwork access: Restrict anonymous access to Named Pipes... Enabled
v s L;cllu:?:;':;cy _Exor:accessi :.elstrictt;litents a:]lowed to r:ake remote clall‘.. :o: g:?ne:
3 UserRightsAss\gnment ] OrK aCCess: - EFS at can E((ESSE anonymously O . Ine
S e i Network access: Sharing and security model for local accou...  Classic - local users auth...
) \'\?indows Defender Firewall with Advs MNetwork secur?t_v: Allow Local System to use (omputer ident... Mot Def?ned
“| Network List Manager Policies | Metwork security: Allow LocalSystem MULL session fallback Mot Defined
= Public Key Policies | Metwork security: Allow PKUZU authentication requests to .. Mot Defined
: Software Restriction Policies | Metwork security: Configure encryption types allowed for Ke... Mot Defined
~| Application Control Policies | Network security: Do not store LAN Manager hash value on ... Enabled
lg IP Security Policies on Local Compute | Network security: Force logoff when logon hours expire Disabled
~| Advanced Audit Policy Configuration | Metwork security: LAN Manager authentication level Mot Defined
Metwork security: LDAP client signing requirements Megotiate signing
| Metwork security: Minimum session security for NTLM 55P ... Require 128-bit encrypti...
< > | Network security: Minimurmn session security for NTLM 55P ... Require 128-bit encrypti... A
5. Choose Classic - local users authenticate as themselves.
6. Click OK.
Note: An error code (HR=80070005) is returned to the client when attempting to
add items if this is required.
www.ptc.com 19 ©2022-2023 PTC, Inc. All Rights Reserved.


http://www.ptc.com/

7.2

Client-Side Policies

This setting determines the additional permissions granted for anonymous logons.
When the option is disabled, the permissions granted to the Everyone security identifier
do not apply to anonymous users. If the option is enabled, anonymous users are given

the same permissions as the Everyone group.

Note: The Everyone permissions setting must be enabled on the client computer only.

1. Launch the Local Security Policy snap-in, which is part of the Microsoft Management
Console. To view it directly, select Start | Run and type "secpol.msc".

2. Under Security Settings, expand Local Policies.

3. Select Security Options.

4. In the list, right-click on Network access: Let Everyone permissions apply to

anonymous users and select Properties.

T Local Security Policy
Eile Action View Help

= 1@ XEE HE

T Security Settings
4 Account Policies
v [ 4 Local Palicies
4 Audit Policy
5 User Rights Assignment
A Security Options
| Windows Defender Firewall with &dwvz
| Network List Manager Policies
~| Public Key Policies
| Software Restriction Policies
~| Application Control Policies
,g IP Security Policies on Local Compute
~| Advanced Audit Policy Configuration

=

Policy

| Metwork access: Do not allow anenymous enumeration of 5...  Enabled

Metwork access: Do not allow anonymous enumeration of 5. Disabled
| Metwork access: Do not allow storage of passwords and cre...  Disabled
| Metwork access: Mamed Pipes that can be accessed ancnym...
| Metwork access: Remotely accessible registry paths
| Network access: Remotely accessible registry paths and sub...  System\CurrentControlS...
| Network access: Restrict anonymous access to Named Pipes... Enabled

Metwork access: Restrict clients allowed to make remote call... Mot Defined
| Metwork access: Shares that can be accessed anonymously
| Network access: Sharing and security model for local accou..  Classic - local users auth..,
| Metwork security: Allow Local System to use computer ident... Mot Defined
| Metwork security: Allow LocalSystern MULL session fallback
| Metwork security: Allow PKU2U authentication requests to t... Mot Defined v

Security Setting &

System\CurrentControl5..,

Mot Defined

Mot Defined

5. Choose Enable and

select OK.

Note: If clients cannot browse for the remote server even after DCOM has been set
up, this setting is required.
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