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1. Overview

This Connectivity Guide discusses how to configure the Kepware Server |oT Gateway Plug-In to
communicate with Microsoft® Azure loT Hub using MQTT over TLS.

® For information on how to connect the Kepware Server loT Gateway Plug-In to Azure loT Hub

through Azure loT Edge, see Kepware Server and Microsoft Azure IoT Edge.

2. Create IoT Device and Get SAS Token

The Azure 10T Hub acts as a central message hub for bidirectional communication between
loT applications and devices. How “devices” are modeled depends on the specific application,
but it's important to understand that each loT Device configured in the loT Hub will be
associated with the data stream/connection for an MQTT Client Agent in Kepware Server loT

Gateway Plug-In.

Notes:

These instructions use Visual Studio Code with an Azure loT Hub extension to manage the
hub, the devices and to monitor or send data to the loT Devices. |oT Devices can also be
managed through Azure CLI commands, through the Azure Portal, and other coded methods
using the Azure l1oT Hub SDKSs.

Connection status for a “device” in the IoT Hub is based upon the overall connection state of
the MQTT connection. A MQTT Client Agent in Kepware's loT Gateway will only connect if the
server has data to publish. If an application is designed to monitor the connection status of a
“device” in the loT Hub, it is recommended that you enable the Subscriptions in the Kepware
MQTT Client Agent as defined in Section 5.

Open a Kepware Server instance with the loT Gateway Advanced Plug-In. In this example, one
channel and device are configured with the Simulator driver, and there is one tag that
increases in value by one each time it is read (i.e. “ramp”).

7

Configuration [Connected to Runtime]

[EE—)

File Edit View Tools Runtime Help

DS BNE O 9 % B x|
= Project Tag Name Address DataT... Scan Rate  Scaling Description
=1 Connectivity éaRamp R0001 Word 100 None
143 Channell
{™ Devicel
-% IoT Gateway

2. Add Agent...

Date
9 2/7/2017 4:43:12PM  Runtime Configuration session started by SYSTEM as Administrator (R/W).

9 2/7/2017 4:43:12PM  Runtime Configuration session assigned to SYSTEM as Administrator has ended.

©2/7/2017 443:12PM  Runtime Configuration session assigned to rsharp as Default User promoted to write access. «

<

Ready

Time Source Event

1l »

»

Default User Clients: 1 Active tags: 0 of 0

Download and install Visual Studio Code: https://code.visualstudio.com/download.
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3. Install Azure loT Hub Extension for Visual Studio Code:
https://marketplace.visualstudio.com/items?itemName=vsciot-vscode.azure-iot-toolkit

b VisualStudio | Marketplace

Visual Studio Code > Programming Languages > Azure IoT Hub Toolkit New to Visual Studio Code?

1 Azure loT Hub Toolkit

Microsoft | 119.136installs | o 533,264 downloads | % % % & % (6) | Free

Interact with Azure IoT Hub, IoT Device Management, loT Edge Management, IoT Hub Device
L Simulation, IoT Hub Code Generation

m Trouble Installing? 2

Q&A Rating & Review

Azure loT Hub Toolkit Categories

Programming Lenguages  Snippets  Azure
chat |an gitter | VS Marketplace |v2.8.0

1 is now part of Az

Tags

extension pack whi azure | device iot  IoTEdge  simulator | snippet
ige and device applications. This ext
Resources

Issues

e to Azure, Repository

tions with popular loT Homepage

Je. This extension pack

4. Once Azure loT Hub Extension is installed, click Select loT Hub and select Sign in when
prompted by the pop-up noted below.

Note: The remainder of this guide assumes that an 1oT Hub already exists within the Azure
Portal account.

dection View Go Debug Terminal Help
Welcome to Azure loT Hub Toolkit X

1 Azure IoT Hub Toolkit Extension

QUi(‘k Starts Quick Links

Select IoT Hub if you have
existing one

Select IoT Hub .
Resources

Create loT Hub if you don’t have
one \/

Create loT Hub

® Not signed in, sign in first

Say Hello ti

www.ptc.com 4 ©2017-2025 PTC, Inc. All Rights Reserved


https://marketplace.visualstudio.com/items?itemName=vsciot-vscode.azure-iot-toolkit
https://marketplace.visualstudio.com/items?itemName=vsciot-vscode.azure-iot-toolkit

5. The default web browser launches a Microsoft Sign In page. Log into Microsoft using Azure
Portal credentials.

Y Azare loT Hub Toolkit -

(< N]

6. Once signed in, return to Visual Studio Code and expand the Azure 10T Hub extension in the
Explorer tree view. Click the ellipses (noted below).

Debug Terminal Help Settings - Visual Stud

= Settings
b OPEN EDITORS

» NO FOLDER OPENED

b OUTLINE

4 AZURE IOT HUB

Commonly Used

Azure loT Hub Toolkit ¥

oThumbprint™: {
“primaryThumbprint”: null,
" ondaryThumbpr null

U2nKXXPEUUGOY F+YDWC Th2MW2pkin/ 71tgJUQFA-
+tf6dzCIcPyDV2YPLeGSEBILLGO

and copied to clipboa
2Fdevicesk2FmyEdgeDe
57848
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7. From the context menu, click Create Device.

Edit Selection View Go Debug Terminal Help Setting ial Studio
£ Settings X
> OPEN EDITORS
> NO FOLDER OPENED
> OUTLINE
AZURE 10T HUB Lez

evices

» Endpoints Show Welcome Page annhs 1lcad

e‘ﬁ loT Hub Azure loT Hub Toolkit

CH

Set loT Hub Conne
Create loT Hub

Create Device

Create loT Edge Device

AS Token for loT Hub

Stop Monitoring Bui Event Endj|

Copy IoT Hub Connection String

Update Distributed Tracing

8. Enter a Device ID for the new IoT device.

Edit Selection \ Go Debug Terminal Help Setti al Studio
E
b OPEN EDITORS Enter Dx
b NO FOLDER OPENED
b OUTLINE
AZURE 10T HUB

» Endpoints Cammanhs 1lcad

Azure loT Hub Toolkit ¥
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9. To verify the IoT device has been successfully created, find it listed below the Azure loT Hub
extension in the Explorer tree view.

o

~ OPEN EDITORS

> NO FOLDER OPENED
> OUTLINE

v AZURE 10T HUB

10. The Connection String is part of the Device Info displayed in the Output window in Visual
Studio Code. Review the Connection String created for the device and record the following
pieces of information from this string:

“ OPEN EDITORS
» NO FOLDER OPENED
» OUTLINE

ATURE 10T HUB

Azure loT Hub Toolkit  *

¥ @oho

Information Example
<loT Hub Hostname> myCloudHub1.azure-devices.net
<devicelD> myDevice1
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11.

File Edit

“~ OPEN EDITORS

> NO FOLDER OPENED
> OUTLINE

+ AZURE 10T HUB

Right-click the new device and select Generate SAS token for device.

Go Debug Terminal Help

loT Hub

2 SAS Token for Device
Azure loT Hub Toolkit *

“secondaryKey

12. Enter a Time To Live (TTL) or expiration for the SAS token

The SAS token is created and displayed in the Output window in Visual Studio Code and

13.
automatically copied to the clipboard. Paste it into a text document for later use in this guide.
i ec Go Debug Terminal Help o x
Azure loT Hub Toolkit  *
* @oho
14, Review the SAS token string and record the following pieces of information:
Information Example
<SAS token> SharedAccessSignature

sr=myCloudHub1.azuredevices.net%2Fdevices%2FmyDevice1&sig=HS%2FfyE
VuCFxem5JYZ)%2BzKKIQZyp1 SqfcSVQDzSIgtCg%3D&se=1562872697
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3. Configure Kepware Server MQTT Client Agent to connect
to Azure loT Hub

1. In the Kepware Server loT Gateway Plug-In, add an MQTT Client Agent.

L8 Add Area..,

-8 Data Logger New Agent *
. B Add Log Group...

B @ _EFM Exporter Enter the name and choose the type of Agent to create.
L. §8 Add Poll Group...

-8 IDF for Splunk Agent

= E’Pk — ;iateww Name: myMQTTClientAgent1
L8, Add Agent. IWDE: e o I

1J Add Datastore...
9-- Scheduler

[a Add Schedule...
@5 SNMP Agent

L.[&] Add Agent...

Date Time P |
< Back Cancel Help
2. In the MQTT Client Agent, access Client property group to edit the URL and Topic per the
following formats:
Property Groups = MQTT Broker
General URL asl.//myCloudHub 1 azure-devices net: 8883
Topic devices/myCloud Device 1/messages/events. /deviceData
" =l Publish
eszage ;
. oS 1 (At least once)

Security ;
Last Wil Rate {ms) 10000

- Format Namow Format
Subscriptions
L . Max Events per Publish 1000

icensing )
Transaction timeout in {s) 5

e  URL format: ssl://<loT Hub Hostname>:8883

ssl://myCloudHubl.azure-devices.net:8883

e Topic format: devices/<devicelD>/messages/events/<property bag>

devices/myDevicel/messages/events/location=abcd&id=12345

<property bag> (optional) sends each message with additional properties in a url-
encoded format. For example:

location=abcd&id=12345

®  Please note that when using loT Hub data with Azure Data Lake, the property bag must be configured with a
specific string. This string defines a content type of ‘application/json’ and a text encoding format of UTF-8:
devices/{device-id}/messages/events/$.ct=application%2Fjson%3Bcharset%3Dutf-8

®  For more information about the property bag:, visit Understand Azure loT Hub message routing | Azure
Storage as a routing endpoint

®  For more information about the property bag:, visit https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-mqtt-
support.
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[

<property bag> objects are not included. For example:

devices/myDevicel/messages/events/

Important: The topic format must include the forward slashes, including the ending forward slash if the

3. Enter security credentials in the following formats:
Property Groups = Credentials
G Cliert 1D myCloudDevice1
eneral
Clisrt Usemame myCloudHub 1.azure-devices.net/myCloudDevice1
Password
Message
= TLS Configuration
Last Wil TI__S Versi?lj Dfafault
Subscriptions Client Certfficate Disable
Licensing
Property Format
Client ID <devicelD>
Username <loT Hub Hostname>/<devicelD>
Password <SAS token>
4, Access the MQTT Client Agent and select Add loT items... to add an IoT item reference
(i.e. a Kepware Server tag reference) to the Agent.
File Edit View Teols Runtime Help
DSB8 0OFNY 2 x| B
El@ Praject N Server Tag
w-[f] Connectivity @i\clcl loT items...
A}\—c Aliases
-E8] Advanced Tags
Bﬁ\ Alarms & Events
B Add Area...
=] Data Legger
...J5] &dd Log Group.
=-{0) EFM Exporter
L8 Add Poll Group.
-G IDFfor Splunk
: @ Add Splunk Connection...
Server Tag: Channell.Devicel.Ramp E]
Scan Rate (ms): 1000 =
Publish
(@) Only on Data Changes
Deadband (%): 0
") Every scan
5. To verify that the MQTT Client agent has connected to the Azure loT Hub, find an event log entry
similar to the following:
Date Time Level Event
2/10/2017 | 2:41:35PM | Information | MQTT agent 'Ramp_2_Cloud' is connected to broker 'ssl://kepwaremqtt.azure-devices.net:8883'
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4. Verify Successful “Device-to-Cloud” Communications

Use Visual Studio Code to monitor the device's built-in event endpoint and verify that data
starts flowing from Kepware's MQTT Client Agent to the cloud-based Azure loT Hub within a
few seconds.

1. In Visual Studio Code, right-click the edge device entry and select Start Monitoring Built-In
Event Endpoint.

election  View Go  Debo

(B
» OPEIN IDITORS

p » NO FOLDER OPINID
» OUTUNE
4 4 AZURE 10T HUS

< Commonly Used

Azure 10T Hub Tookit ¥

Start Monitorng Buslit-in Event Endpoint

Start Monitorng C2D Message

2. Kepware Server data payloads should display in the Output window of Visual Studio Code.

Sefection  View GO Debug  Terminal  Help Settings - Visu Code

» OPEN IDITORS
» NO FOLDER OPENED

£

©04A0 ®50p Mondonng buit-n event endpoint
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5. Configure MQTT Client Agent to receive “Cloud-to-Device”
messages from Azure loT Hub

Applications can send write or command messages to Kepware using “Cloud-to-Device”
messages. When a “device” is created in the IoT Hub, an endpoint is created to allow this
transaction to the “device” or MQTT Client Agent in Kepware. Functionally, to send a
command to a PLC, a properly formatted JSON payload will need to be sent as documented in
the [oT Gateway Manual.

Note: Connection status for a “device” in the IoT Hub is based upon the overall connection state
of the MQTT connection. Setting up the Subscriptions will ensure that the MQTT Agent will
always reconnect, even when there is no data from the server to publish.

1. In the MQTT Client Agent, access Subscriptions property group. Change the “Listen for Write
Requests” to Yes and update Topic per the following formats:
Property Groups = Subscriptions
G Listen for Write Requests Tes
eneral
Client Topic devices/myDevice1/messages/devicebound /&
Message
Security
Last Wil
Subscriptions
Licensing

e Topic format: devices/<devicelD>/messages/devicebound/#
For example:

devices/myDevicel/messages/devicebound/#

® For more information about the cloud to device messages:, visit
https.//docs.microsoft.com/en-us/azure/iot-hub/iot-hub-mqtt-support.

2. To test, you can execute “Cloud-to-Device” messages from the Visual Studio Code IoT Hub
extension. To do this, right click on the device you want to send the command to and select
the “Send C2D Message to Device".

Kepware
~ Devices
v & edgevm
> Modules
> Interfaces (Preview)
> myDevice1 ¢}
> Endpoints Send D2C Messaae to loT Hub
Send C2D Message to Device
MVOKE DEViCe DiTect mietiod

Edit Device Twin

Start Monitoring Built-in Event Endpoint

Start Receiving C2D Message

Generate Code

Generate SAS Token for Device

Get Device Info

Copy Device Connection String

Delete Device
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3. Enter the JSON payload to send, writing a value to a specific tag or collection of tags
per the loT Gateway manual.

[{“id": “"Channel1.Device1.Tag2","v": 32}]

Enter message to send to device (Press ‘Enter’ to confirm or ‘Escape’ to cancel)

4. If the command was properly received by the MQTT Client Agent, the Visual Studio
Code output should indicate that the C2D message was sent successfully.

“secondaryKey": "rGOvEUuHLtoT@NJjW2II7UmbIMXVSkKP3bXqxQoPGBGA="
}
Y
"connectionString”: "HostName=Kepware.azure-devices.net;Deviceld=myDevicel;Sha

3}
i

[SASToken] SAS token for [myDevicel] is generated and copied to clipboard:
SharedAccessSignature sr=Kepware.azure-devices.net%2Fdevices%2FmyDevicel&sig=Ffvb
[C2DMessage] Sending message to [myDevicel] ...

[C2DMessage] [Success] Message sent to [myDevicel]
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Appendix A: Connecting with self-signed X.509 Certificates

Microsoft Azure loT Hub also supports self-signed certificates for authorization, which keeps a
certificate and private key on the local machine and stores only a certificate thumbprint on the
hub.

Note: This guide uses legacy components (like the Device Manager) to manage the certificate
assignment in Azure loT Hub.

® For more information on how to connect with self-signed certificates refer to
https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-devguidesecurity.

The following information describes how to connect loT Gateway to the hub:
1. Generate self-signed certificates. This command outputs a new generated certificate and private
key:

$ openssl req -x509 -sha256 -nodes -days 365 -newkey rsa:2048 -keyout
privateKey.key -out certificate.crt

2. Toimport the certificate and private key to loT Gateway, access the Administration Menu and
select Settings. Access the 10T Gateway tab, then click Manage Certificate...
3. Click Import New Certificate... and browse to the certificate created (certificate.crt).

4. Once the certificate is imported, the Import dialogue box immediately reopens to import the
private key (privateKey.key).

Administration I Configuration | Runtime Process I Runtime Options I Event Log
ProglD Redirect I User Manager | Configuration API Service | Security Policies | IoT Gateway

Connection

Enter the TCP/IP port for communication between the Runtime and Gateway:

Port: | 57212 Default

Java

(@ Use the latest installed JRE. The JRE will be located at runtime.

() Use the IRE at:

Advanced Settings. ..
REST Server MQTT Agent
Manage Certificate. .. I Manage Certificate...

[ OK ]I Cancel ] Apply

5. Once the private key is imported, a popup dialog will request a private key password.

Note: The files required for this depend on the format and contents of the file(s) being imported.
For example, if a PFX file is selected, and it contains both the certificate and private key, no
additional files are required. The OpenSSL creation process used in this example creates both a
.crt and .key file, and both need to be imported independently (see steps 2-4 above).

6. Obtain the certificate thumbprint:
a. Click View Certificate.

b. Access the Details tab, and from the drop-down menu, select <All>,

www.ptc.com 14 ©2017-2025 PTC, Inc. All Rights Reserved


https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-devguide-security
https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-devguide-security
https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-devguide-security
https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-devguide-security
https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-devguide-security
https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-devguide-security
https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-devguide-security
https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-devguide-security
https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-devguide-security
https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-devguide-security
https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-devguide-security
https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-devguide-security
https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-devguide-security

C. Select the thumbprint and copy the string.

| General | Details | certification Path |

Show: [<AI> v]
Value -
Internet Widgits Pty Ltd, Som...
RSA (2048 Bits)
SubjectKey Identifier bcb535c1a3452f3a205¢...
Authority Key Identifier KeyID=bcb535c1a3452f3...
31| Basic Constraints Subject Type=CA, Path Lengt...
Thumbprint algorithm shal
’I'hunbprint a671b484927a41f7804c... -

ab 71 bd 84 92 7a 41 £7 80 4c 76 03 52 79
ad aes fc 68 75 0d

‘ Edit Properties... ‘ [ Copy to File... ]

7. Create device using Device Explorer.

Open Device Explorer, access the Management tab, and select Create.

a
b. Select the X509 option.

o

Enter Device ID and paste the string into the Primary Thumbprint field.

d. Click Create.

Configuration | Management l Data I Messages To Device I Call Method on Devicel

Actions

[ Create ] [ Refresh ] [ Update ] ’ Delete ] [SASToken...] [TwinProps.]

Devices
Total: 4

|

Device Authentication Disconnect

() Security Keys ) Disconnect
Disconnect
Device ID: Device509| Disconnect

Primary Thumbprint: a671b484927a41f7804c76035279adaefc68750d

Secondary Thumbprint:

[V] Auto Generate Keys
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8. Create a new MQTT Client Agent within the Kepware Server loT Gateway Plug-In. The following
property groups should be configured per the tables below:

Property Groups = MQTT Broker
General URL ssl//kepiot-azure-devices net: 8883
_ Topic devices/Device509/messages/events
= Publish

Message

Secur QoS 1 (% least once)

seurty Rate [ 10000

Last Wil ate (ms)

L Format Namow Format

Subscriptions
L ) Max Events per Fublish 1000

Censing

Transaction timeout in (s) 5

Client

URL ssl://Azure 1oT Hub Host name:8883

Topic devices/Device ID/messages/events/

Security

Client ID <devicelD>

Username <loT Hub Hostname>/<devicelD>

Password HostName= <loT Hub Hostname>; DevicelD = <devicelD>;x509=true
TLS Version v1.2

Client Certificate Enabled

9. Add tags to the MQTT agent. Event log messages should indicate if the agent was successfully
connected to the broker.

10. To monitor messages from IoT Gateway:

a Open Device Explorer and access the Data tab.

b  Select the device from the drop-down menu and click Monitor.

Property Groups =l Credentials
Client 1D Device509
General
Cliert Usemame kepiot azure-devices net/Device 509
] Password —
_Smessa.iyge =l TLS Configuration
TLS Versi 12
Last Wil G ;"5"?: \I;n .
Subscriptions ient Certificate able
Licensing

Configuration | Management| Data ‘ Messages To Device | Call Method on Device

Monitoring

EventHub: kepiot

Device ID: [DEViCSEUS‘

Start Time: | 0 02/27/2017 15:29:04 [k
Consumer Group:  SDefault [7] Enable
EventHub Data
{"id":"Channell.Devicel R1"."v"4084."q"true."t": 1488227377340} =
{"id":"Channel1.Devicel R1"."v"4085."q" rue."t": 1488227378361}
AT s Al Dmnie st DIV ILALANAQR WAalldeom 914 209977707710
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