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Proprietary NoticeThis publication is provided by Velotic™and/ or its affiliates for informational purposes
only and does not constitute legal, security or financial advice. The contents of the publication are based
oninformation, data and sources made available by you to Velotic™and while every effort has been
made to ensure the accuracy of the report, Velotic™does not guarantee the accuracy, completeness, or
reliability of the information contained herein. No representations or warranties, express or implied, are
made as to the accuracy, completeness, or reliability of the information contained herein and Velotic™
does not accept any responsibility for any loss or damage arising from the use of, or reliance on, the
information presented in this report. You acknowledge that reliance upon the contents of this report is at
your sole risk.No part of this publication may be reproduced in any form, or stored in a database or
retrieval system, or transmitted or distributed in any form by any means, electronic, mechanical pho-
tocopying, recording or otherwise, without the prior written permission of Velotic™. Information con-
tained herein is subject to change without notice.©2026 Velotic™and/ or its affiliates. All rights
reserved. Trademark NoticesMicrosoft®is a registered trademark of Microsoft Corporation, in the United
States and/ or other countries.All other trademarks are the property of their respective owners.

Kepware Server enables communication for industrial automation and the industrial IoT. It is often used in
production systems in discrete, process, and batch manufacturing; oil and gas production and dis-
tribution; building automation; energy production and distribution; and more. Safety and uptime are key
components of these systems, but cybersecurity threats are increasing in both frequency and com-
plexity. It is therefore paramount that when utilizing the software in a production environment, users
deploy the application as securely as possible. This document guides users through the process of deploy-
ing Kepware Server with maximum security. It is recommended that administrators follow this guide as
closely as possible when deploying in a production environment.

Kepware recommends new users utilize this guide for new production installations whenever practical.
Kepware also recommends existing users of the software compare existing configurations with the
recommendations provided in this guide and adjust for best practices.

This document is a guide for installing and licensing Kepware Server.

Network security and Industrial Control System (ICS) network security is a highly complex subject. There
is a set of best practices emerging that includes network segmentation, use of DMZs, traffic evaluation,
maintaining up-to-date physical and logical inventories, advanced algorithms for anomaly and intrusion
detection, and constant reexamination of the network from a security standpoint. However, best prac-
tices are changing constantly and implementation will vary based on the specific use case (e.g.oper-
ations network, satellite or cell network, or local network on a machine). The identification and
implementation of these best practices are beyond the scope of this document. Users should develop and
maintain in- house expertise to help secure the ICS networks or work with a systems integrator with the
requisite expertise. Users may also find it valuable to consult the organizations and resources listed below
when developing a security strategy for the ICS networks.

Proficy® | Kepware® | ThingWorx® www.velotic.com 3



3% Velotic.

Kepware Server can be used to connect many thousands of different industrial automation devices and
systems. As such, secure device and system configuration is beyond the scope of this document. Follow
best practices when deploying and connecting any and all devices. These include, but are not limited to,
proper authentication of connections whenever available. As with ICS network security, it is recom-
mended that users develop internal expertise in this area or work with a qualified system integrator with
knowledge of the specific devices in the environment.

* United States Computer Emergency Readiness Team (US- CERT) is an organization within the Department of
Homeland Security's (DHS) Cybersecurity and Infrastructure Security Agency (CISA) (https://www .-
cisa.gov/ cybersecurity)

* National Institute of Standards and Technology (https://www.nist.gov/)
° National Institute of Standards and Technology’s Guide to Industrial Control System Security
(http:// nvipubs.nist.gov/ nistpubs/ SpecialPublications/ NIST.SP.800-82r2 .pdf)

* North American Hectric Reliability Corp. Critical Infrastructure Protection Standards (https://www.ner-
c.com/pa/ Stand/ Pages/ USRelStand.aspx)

* System integrators connected with Kepware System Integrator Program (https://www . kepware.com/en-
us/ partners/ system-integrators/)

Kepware software should always be deployed in the most secure environment possible. Ensure the host
operating system (OS) is secure from the outset and take all feasible measures to maintain the security of
the OSfor the life of the system. Kepware software should be deployed in an environment that utilizes the
principles of “defense in depth” as opposed to one that utilizes a perimeter- oriented security philosophy.
Specific aspects of a secure OSinclude, but are not limited to, system security, user management, firewall
settings, and file management.

Ensure appropriate access control measures are in place to limit physical access to the target hardware
to appropriate users.

Always deploy on an actively supported version of Windows and install Windows security patches in
accordance with ICS security best practices. As outlined by the ICS- CERT, “Organizations should develop
a systematic patch and vulnerability management approach for ICS and ensure that it reduces the expos-
ure to system vulnerabilities while ensuring ongoing ICS operations”.

Encrypt the hard drive of the host machine to secure all data at rest. Also ensure that the product Applic-
ation Data folder is encrypted. By default, Kepware Server stores Application Data in C:\ ProgramDatal\ .
Regularly scan the host system using respected anti- malware software with up-to-date and supported
signature files.

Turn off any unused services on the host machine.

Toreduce the attack surface, avoid co- hosting Kepware software with any other applications.

Create a Windows user separate from the Administrator account to configure and manage the software.
Manage the Administrator account according to Windows best practices.

The Administrator user account password cannot be reset, but additional administrative users can be
added to the Administrator user group. Best practices suggest each user with administrative access be
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assigned unigue accounts and passwords to ensure audit integrity and continual access through role and
staff changes.

User passwords must adhere to a formal password policy appropriate to the specific domain.

Do not share logins or passwords across multiple users.

Store passwords securely.

Set a machine inactivity limit by enabling the screen saver and requiring users to login to resume use.
Periodically review the access control model to ensure permissions are set using the principle of least priv-
ilege (i.e. permissions are granted only to users who need to perform required functions and are revoked
when no longer necessary).

Configure event log viewing permissions with least- privilege principals to differentiate administrative and
configuration users.

» Utilize a firewall to minimize external footprint and review firewall settings periodically.
» Utilize an intrusion detection system (IDS).
* Monitor remote access to the host operating system and log the activities.

Regularly remove any backup files from the production system.
Regularly remove any sample or test files or scripts from the production system.

Users should validate the product installation files and only install the features required for the specific
application. Set a strong administrator password during install.

Kepware maintains unique identification codes for officially released software. Customers should verify
against these codes to ensure that only certified executables are installed. Follow the instructions in art-
icle CS278624 to validate the software (requires account login).

When presented with the Select Features dialog during the installation, install only the features required
for the given production environment.
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Select Features

Select which features are to be installed.

r— Feature Description
Kepware Server is a Microsoft
Windows application that operates
as a communications protocol
server. It allows other Windows
Dynamic Data Exchange (DDE) programs to access data in
QPC MNET underlying systems via specialized
Wonderware Suitelink and FastDDE communication divers.

--------- Advanced Tags ;|
--------- Alamms & Everts | | This feature requires OKB on your

--------- <=3 ~ | Connection Sharing hard drive. It has 0 of 3 subfeatures
- =) - | DataLogger selected. The subfeatures require
E EFM Exporter OKB on your hard drive.

=3~ | IDF for Splunk

<=~ loT Gateway

- =3~ | Local Historian

- =)~ | Media Level Redundancy
- =3~ | Security Policies

- (=) | Scheduler

......... = SNMP Agent

........ =i~ Hardware KEY

=3~ | OPC Quick Client

¥ - | Examples and Documentation

When presented with the User Manager Credentials dialog during the installation, set a strong admin-
istrator password. The password must be at least 14 characters in length and include a mix of uppercase
and lowercase letters, numbers, and special characters. Avoid well known, easily guessed, or common

passwords. Store passwords securely.
rﬁ Setup @Llﬂ‘

User Manager Credentials

Set password for the Administrator account

It is recommended that the password be at least 14 characters in length and include a mix of
uppercase and lowercase letters, numbers, and special characters. Avoid well4inown, easity
guessed, or common passwords

I~ Skip setting a password at this time

Password:
Confirm Password:
Back Cancel

The Administrator user account password cannot be reset, but additional administrative users can be added to the
Administrator user group. Best practices suggest each user with administrative access be assigned unique
accounts and passwords to ensure audit integrity and continual access through role and staff changes.

Post- Installation

After the product has been installed, there are several actions that the product administrator should per-
form to maintain the highest level of security. This includes configuring permissions for Microsoft users,
disabling any insecure interfaces that the user will not be using in the application, applying the appro-
priate permissions on the Application Data directory, and configuring user groups and users in a “least
privilege” fashion. Finally, the administrator should log out or restart the computer to ensure user per-
missions are set correctly.
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Configure the appropriate permissions on the product Application Data directory. This folder contains
files critical to the proper functioning of the software, and permissions on this folder dictate which users
are able to configure the product. By default, Kepware Server stores Application Data in .\ ProgramDatal\ .
Using the Windows Security tab within the Properties of the Application Data folder, grant the appropriate
user or user group read and write permissions on the Application Data folder. If you are editing per-
missions using the advanced window, apply the permissions to this folder, subfolders and files.

e Execute permission is not required to run Kepware Server.

* Only grant permissions to users or groups that require access to the application; do not grant permissions to
all users.

By default, the built in “Users” Windows group inherits read- only permissions on the Application Data Dir-
ectory. Remove this inherited permission set unless all members of the Users group are trusted to con-
figure Kepware Server.

Read and write permissions are required to open and change the configuration of the server.

Disable the OPC DA Interface if not required for the specific application. OPC DA is a legacy protocol and
is difficult to deploy with adequate levels of security. Where practical, users should utilize one of the
secure protocols listed in this document.

1. Runthe Configuration.

Configuration [Connected to Runtime] @M
Eile Edit Yiew Tools Runtime Help
N5 4= & x| B
R ] Project =
=-[8] Connectivity M - i
[#-[5l AB Contrellogix Unsoli sl Lé]
(#-fol AB CTRLX Ethernet Property Groups = Data Access
[]---‘7@7 ABB_TotalFlow General Enable OFC 1.0 Data Access Interfaces No
[—]{} Advanced Simulator OPC DA Enable OPC 2.0 Data Access Intefaces No
L Clck o sdd  devie || o on No e
D__m Allen Bradley Micro800 DDE Include Hints when Browsing _
5[ Allen-Bradley Ethemet OFC NET Include Tag Properties when Browsing T4|95
G-f Aromat_Ethernet OFC AE Shutdown Wait Period {s) 15
EJ"m Autornation Direct ECO| || oPC HDA S‘,'nchron.ous Re.quest Timeout {s) 15
5[ BACnet ThingWorc Enable_Dlagnostlcs Capture Mo
(-fill Beckoff Twincat Cl wlm
Reject Unsupported Language |Ds Yes
[]--{} Channell
lgnore Deadband for Cache Reads No
[]---‘7@7 Channel2 | B Fit N
gnore Browse Filter o
-fuad Channel3 Data Type Support for 2.05a Yes
e[l CODESYS Fail on Bad Quality No
U'"@J Contrex-Mberies Group Initial Updates No
(-8 Data Highway Respect Cliert Locale No
[#-87% Data Type Examples Bad Qualty ftems as 5_FALSE Yes
(-4 DDE Client Retum Data ASAP No
[#-[i] DNP Master Ethernet
. % DNP_Sera [ Defauts |[ oK [ Cancel Help
[]---‘7@7 EnronModbus - .

2. Right-click on Project and select Project Properties.
3. Select OPC DA Project Properties.
4. Disable OPC1.0,2.0,and 3.0 Data Access Interfaces by disabling the first three properties.

Repeat these steps any time a new project that does not require OPC DA connectivity is created.
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Disabling the OPC DA interface will deny access to the built- in Quick Client tool used for testing connectivity. Utilize
athird- party tool, such as UA Expert, to test connectivity.

Create a strong user password for the user Default User in the Server Users user group.

Configuration

Start Runtime Service
Stop Runtime Service
Reinitialize

Reset Event Log...

Quick Clier¥® W
License Utility

Help
Support Infermation

Exit

1. Openthe Administrative Settings by right- clicking the product icon in the system tray and choosing Set-
tings.

2. Select the User Manager tab.

3. Theusername and password required to access the Settings menu with the appropriate level of permissions
in this instance will be the Administrator username and password.

4. Double-click on Default User under the Server Users group.

5. Set astrong password. The password must be at least 14 characters in length and include a mix of upper-
case and lowercase letters, numbers, and special characters. Avoid well known, easily guessed, or common
passwords. Store passwords securely.

Adjust permissions for the Default User according to the principles of least privilege (i.e. permissions are
granted only to users who need to perform required functions and revoked when no longer necessary).
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-

h
Server Settings u

Store and Forward Service I Security Policies I Local Historian I 1oT Gateway
Administration I Configuration | Runtime Process | Runtime Options I Ewvent Log
ProglDRedirect | UserManager | Configuration AP Service | Certificate Store
| 8| = | el 88l Tishowdsabed

=88 Adminstrators Change Password u

ﬂ Administrator b
E‘w Anonvmous Clients Itis recommended that the password be at least 14
¥m characters in length and indude a mix of uppercase and

: ‘- fd Data Client lowercase letters, numbers, and spedal characters, Avoid
Eﬂ Server Users well-known, easily guessed, or common passwords.
- W Default User

=8 ThingWorx Interfacq | Old Password:
b ) ThingWors: Inter

Mew Password:

Confirm Passward:

[ o || conca |

|
o) Cam ][ oo

1. Openthe Security Policies tab in Settings.

2. Expand Permissions assigned to Server Users and adjust permissions according to the principles of least
privilege.

If configuring users requires varying levels of permissions, create additional server user groups as neces-
sary and adjust the permissions according to the principles of least privilege.
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-

Server Settings

[

Administration | Configuration I Runtime Process | Runtime Options | Event Log

Store and Forward Service I Security Policies I Local Histarian | IoT Gateway

ProglD Redirect | UserManager | Configuration API Service | Certificate Store

EI il ﬁl _|r El EI [¥] Show disabled

[.L ew Group (Alt+G) User Group Properties

EI anymous Clients

Client Mame: MewGroup
= r Users

: efault User Description:

ThingWorx Interfacy

E L S Permissions assigned to this user group:

Project Medification

o e |

l Manage Licenses Deny
Reset OFC Diagnostics Log Allow
Reset Communications Diagnostics Log | Allow
Modify Server Settings Dery
Disconnect Clients Dery
. Reset Evert Log Allow
Manage OPC UAS NET Configuration Dery
Config APl Log Access Derny
Replace Runtime Project Allow
170 Tag Access
System Tag Access
Intemal Tag Access
. Browse Project Namespace

i

1. Openthe User Manager tab in Settings.

2. Click New Group.

3. Assign permissions to the newly created group according to the principles of least privilege.

4. Right-click on the new group.

5. Click Add User.

6. Set astrong password. The password must be at least 14 charactersin length and include a mix of upper-

case and lowercase letters, numbers, and special characters.

Proficy® | Kepware® | ThingWorx®
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[server S 5)

Administration I Configuration I Runtime Process | Runtime Options I Ewvent Log
Store and Forward Service | Security Policies I Local Historian I IoT Gateway
ProglDRedirect | UserManager | Configuration API Service | Certificate Store
mi ﬁ | ﬁl o | Hl aiil Show disabled
BH Administrators Built-in administrators group

Q Administrator Built4n administrator account

81 Anonymous Clients Built-n anonymous data dients group

: .Q, Data Client Built-n account representing data dients
ﬂ Server Users Built-n server users group

.Q Default User Built4n default user account

81 ThingWorx Interface Users Built-in ThingWorx Interface group

Q ThingWorx Interface Built-in ThingWorx Interface account

0 Add User..,
#  Disable User Group

5  Properties...

[ oK ] ’ Cancel ] [ Apply ] ’ Help ]

Avoid well known, easily guessed, or common passwords. Store passwords securely.

Do not share usernames or passwords across multiple users. Create a new user or a new group when users or
groups need varying levels of permissions.

Kepware Server is designed to communicate over protocols commonly used in industrial automation and
the Industrial Internet of Things (llOT). Certain protocols are more secure and have more options for secur-
ity than others. OPC UA, MQTT, and REST are popular protocols that can be configured to use a high level
of security. There are other protocols that can also be configured securely (SNMP, ThingWorx Native
Interface, and others).

Refer to the user manual for more information on other secure protocols.
When using the UNC paths, ensure the path is a trusted and secure location.

Some protocols are adding certificate authentication for secure communications. For those Kepware drivers where
it is available, certificates are managed through the Administration.

Create a server user group for the specific purpose of using the OPC UA interface and adjust the per-
missions for that group according to the principle of least privilege.

1. Openthe User Manager in Settings.

2. Click New Group.

3. Assign permissionsto the new group according to the principles of least privilege.
4. Right-click on the new group.

5. Click Add User.

Proficy® | Kepware® | ThingWorx® www.velotic.com 11
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6. Set astrong password. The password must be at least 14 charactersin length and include a mix of upper-

case and lowercase letters, numbers, and special characters.

F

Server Users

- a Default User

8 ThingWorx Interface Users
ﬂ ThingWorx Interface

Y c000)

Built-in server users group

Built-in default user account

Built-in ThingWorx Interface group
Built-in ThingWorx Interface account

It is recommended that the password be at least 14 characters in
length and indude a mix of uppercase and lowercase letters,
numbers, and spedal characters. Avoid wellknown, easily
guessed, or common passwords.

Password:

Confirm:

[ o

==l

apply | |

Help ]

~
Server Settings M '8
User Properties g

Administration I Configuration | Runtime Process | Runtime Options I Event Log Identification

Store and Forward Service | Security Policies I Local Historian | IoT Gateway

ProgID Redirect | User Manager | Configuration API Service I Certificate Store

&il -1'2| ﬁl Xl ﬁl &i [¥] show disabled

Description: oep
ew Group (Alt+G) Built-in administrators group
ministrator Built-in administrator account
onymous Clients Built-in anonymous data dients group
Data Client Built-in account representing data dients Password

Avoid well known, easily guessed, or common passwords. Store passwords securely.

Do not share usernames or passwords across multiple users. Create a new user or a new group when users or
groups need varying levels of permissions.

UA Anonymous logins are disabled by default. It isrecommended to never permit anonymous UA client access.

When building the OPC UA server endpoint, utilize the strongest security settings available.

Configuration

Start Runtime Service

!{‘ OPC UA Configuration Manager P
Stﬂp Runtime Service Server Endpoints | Trusted Clients I Discovery Servers | Trusted Servers | Instance Certificates
ETET l
Reinitialize URL Endpoint Definition -
i

Reset Event Log... §° oo|| |- T<F Connection

Network Adapter: Default -
Settings...

Port Number: Intel(R) PRO/1000 MT Network Connection |

= = Localhost only
OPC UA Configuration eI ST
OPC .ME
Security Policies

Quick Cli Basic2565ha256 [Sign and Encrypt -
License U ["] Basic256 (Deprecated) Sign and Encrypt

|| Basic128Rsa15 (Deprecated) Sign and Encrypt
Hel u] [TINone (Insecure)
Support Information [V Enablf|

(aadl, ok | [ cancel | [ Heb
Note: Server Runtime reinitialization is required to utlize changes. Close Help

1. Openthe OPC UA Configuration Manager by right- clicking the product icon in the system tray and choosing
OPC UA Configuration.

2. Click onthe Server Endpointstab.

3. Click the Add..button to define a new endpoint.

Proficy® | Kepware® | ThingWorx® www.velotic.com
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4. For the most secure connection, ensure the network adapter used is accessible only from the network that is
running the OPC UA Client.

5. Ensurethe most up-to-date security policy options are checked. Less secure policies that have been deprec-
ated will be clearly labeled.

6. Click OK.
Utilize a Certificate Authority (CA)-signed certificate when possible.
FFE‘ OPC UA Configuration Manager ﬁj
| Server Endpoints I Trusted Clients I Discovery Servers I Trusted Servers | Instance Certificates

Server

[ View server certificate...

Export server certificate. ..

I
I Reissue certificate
I

Import certificate

Client Driver

I View dient driver certificate...

Export dient driver certificate...

74 1

I
I Reissue certificate
I

Import certificate

Mote: Server Runtime reinitialization is required to utilize changes.

In the Instance Certificates tab of the OPC UA Configuration Manager, click Import Certificate and import
a certificate signed by a CA.

Avoid importing certificates using a signature algorithm that is SHA1 or less secure.

Kepware Server is pre- loaded with a self- signed certificate. This certificate should be used for testing and proof-
of-concepts only, and should not be used in production. In Version 6.7 and higher, this self- signed certificate is
valid for three (3) years.

This section is only relevant for customers using Kepware Server, Kepware+, and OPC UA on devices in
their environment.

The UA Gateway has its own UA server Interface, separate from Kepware Server. This interface provides
accesstothe aggregated devices connected viathe UA Gateway client interface. By default, the UA Gate-
way does not expose the data collected by Kepware Server. The principle of Least Privilege should be
applied;in all cases, utilize the strongest security settings available.

1. Accessthe Kepware+ user interface.
2. Inthe navigation tree, choose the UA Gateway node.

3. Select the Server Interface node. This populates the detail pane.

Proficy® | Kepware® | ThingWorx® www.velotic.com 13



3% Velotic.

]
4. Clickthe f (Edit) icon for Server Interface.

Connectivity Event Log

v & Connectivity Filter by Name/Description View
No Channels Y C Refresh Server Interfaces v
v -
€ ua ey Actions Name Concurrent Sessions %
<= Clientinterface
{& Server Interface / Server Interface 0
1results 25 v | per page 1 Jump to page:

5. Inthe Server Interface Property Editor, configure the security policies that apply to UA clients for successful
connection to the UA Gateway.

6. Select the appropriate authorization mechanism. Anonymous and None should not be used in production
environments. For Username/ Password, create a Kepware Server user group for the specific purpose of
using the OPC UA Gateway server interface and adjust the permissions for that group according to the prin-
ciple of least privilege. The process of creating a new user group is described above.

] Anonymous

Username/Password

[J X.509

[ None

Basic2565ha256

Sign & Encrypt v

Aes128 Sha256_RsaOaep
Disabled v

Aes256_Sha256_RsaPss
Disabled v

7. Select the message security policy to be used with the connected client(s). Use a policy which verifies the cli-
ent using signing and encrypts the message.

Only connections from trusted UA Clients should be permitted access via the Certificates View of the
Server Interface connectivity page. By default, new clients connecting to the UA Gateway are not trusted.

Proficy® | Kepware® | ThingWorx® www.velotic.com 14
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Connectivity Event Log
v {& Connectivity View
No Channels 4 New Server Endpoint C Refresh Certificates ~
v € UAGateway Actions Trust Status [[J  Application Name %  ValidTo % Thumbprint
<& dlientInterface
v Trusted UaExpert 2027-11-01T13:45:00.000 822addc35c2b559f8fddc2a5b58cala1b3e03f82

<& Sserver Interface

8. Select the new endpoint in the Detail pane.
9. From the View drop-down menu, select Certificates.
10. Clickthe (Edit) icon for the certificate.

11. From the Certificate Property Editor, examine the properties of the certificate to determine if the client
should be trusted.

12. Ondetermining a UA Client is authorized for access, change the Trust Status from Rejected to Trusted.

Trust Status

Esuer

Subject

Application Name

URI

Connectivity to OPC UA devices is accomplished through the Client Connections view of the UA Gateway
Client Interface.

1. Click the New Client Connection button.

Filter by Name/Description View
Y 4 New Client Connection C' Refresh Client Connections v
0 Rows Selected
ctions ame ame tatus " escription 1
O Acti N: URL N s Descripti
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Identity Policy

Username/Password v

User Name

device82

User Password

Security Policy

AES128_Sha256_RsaOaep v

Message Mode

Sign & Encrypt v

Select Username/ Password as the Identity Policy.
Provide the User Name and User Password.

Select the Security Policy associated with the device. To allow connectivity to a broad range of devices, the
UA Gateway supports Basic256 and Basic128Rsal5; however,these are not advisable in a production env
onment.

Select the Message Mode to be used with the device. Use a policy that verifies the identity of the device
using signing and encrypts the message.

Only connections with trusted OPC UA devices should be permitted access via the Certificates View of the Client
Interface connectivity page.

1.

2.

From the Connectivity node, choose Client Interface.

From the View drop-down menu, select Certificates.

]
Click the f (Edit) icon for the certificate.

From the Certificate Property Editor, examine the properties of the certificate to determine if the OPC UA
device should be trusted.

On determining that the OPC UA device is authorized for access, change the Trust Status from Rejected to
Trusted.

When configuring the MQTT broker for Kepware connection; set a strong, unique username and pass-
word (uppercase and lowercase letters, numbers, and special characters), utilize strong and modern
encryption, and utilize a Certificate Authority (CA)- signed certificate when possible.

Configuring these items depends on the specific broker utilized.

When configuring the REST server for Kepware connections; set a strong, unique username and pass-
word (uppercase and lowercase letters, numbers, and special characters), utilize strong and modern
encryption, and utilize a Certificate Authority (CA)- signed certificate when possible.

ir-
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» Configuring these items depends on the specific server utilized.

¢ Authenticating with the appropriate certificate may require installing the certificate in the OS of the system
running the software (see the loT Gateway Manual for information).

Create a server user group for the specific purpose of using REST Server agent, and adjust the per-
missions for that group according to the principle of least privilege.

Server Settings [
|.c | RuntmePracess | Runtme Options | EventLog
Store and Forward Service | Security Polices | Local Historian | 1oT Gateway
ProglDRedrect | UserManager | ¢ \ APL Serviee | Certificate Store
W oa = H| =] \ ] shaw disabled ‘
ELNew Group (Alt= G) User Group Properties =)
N RarETatr
B Qnymous Clients
H Client e NewGraup
| PN et user Descriplions
=N =} gmﬁmr\:’lmﬁ; User Properties @
i IngWark IN&) | permissions assigned to this user group:
+ Project Modfication =
B sever remissos Rl [
Maniage Licenses Deny
Reset OFC Diagnosics Lo How P
Reset Commurications Diagnostics Log | Alow
Madfy Server Seftings Deny
Disconnect Clients Dery L Password
———— it i Ll Itis recommended that the password be atleast 14 characters in
Manage OPC UA/NET Configuration | Deny length and indude  mix of uppercase and lowercase letters,
Cortia AP Log Access Dery numbers, and special characters. Avoid welfnown, easly
Quessed, o common passWords.
Replace Runtime Project Alow
¥ /O Tag Access P
* System Tag Access
+ Intemal Tag Access i Confirm:
& Browse Project Namespace 2

1. Openthe User Manager in Settings (accessible by right- clicking the product icon in the system tray).
2. Click New Group.

3. Assign permissions to the newly created group according to the principles of least privilege.

4. Right-click on the new group and choose Add User ...

5. Set astrong password.

The password must be at least 14 charactersin length and include a mix of uppercase and lowercase letters, num-
bers, and special characters.

Avoid well known, easily guessed, or common passwords. Store passwords securely.

Do not share usernames or passwords across multiple users. Create a new user or a new group when users or
groups need varying levels of permissions.

When configuring the REST server in the software, utilize strong encryption (HTTPS).

When configuring a REST Server endpoint, ensure the Use HTTPS property is enabled.
Use HTTPS will cause the REST Server to send data unencrypted in plain text.

It isrecommended to populate CORS (Cross Origin Resource Sharing) settings with specific allow- listed domains;
do not use the option of an asterisk to accept all.

When configuring a REST Server endpoint, input allow- listed domains into the CORS Allowed Origins property.
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The lIoT Gateway MQTT Client uses SSL/ TLS hostname verification to help ensure that the MQTT broker
hostname matches the hostname identified in the broker certificate. This protection is enabled by default
for new MQTT configurations.

When configuring a new secure MQTT connection, use a broker hosthame that matches a valid DNS

name or IP address listed in the broker certificate Subject Alternative Name (SAN) field. Verify that the cer-
tificate is trusted and has not expired.

Connections may fail when using self- signed certificates, IP addresses without a matching IP SAN, or cer-
tificates whose hostname does not match the configured broker address. Correct the broker address or
certificate configuration to establish a valid match.

Existing lIoT Gateway projects retain hosthname verification disabled after upgrade to preserve backward
compatibility. No customer action is required for existing projects. Administrators should validate existing
certificates and enable hostname verification when practical.

© The Paho MQTT Client upgrade also addresses a TLS hostname- verification security vulnerability.

# Refer to the applicable Article - CS480493 - loT Gateway's MQTT Agent Fails After Upgrade Because
the loT Gateway Host Entry Is Missing from settings.iniin Kepware Edge for PTC Kepware Products for
troubleshooting details and compatibility guidance (login required). Article - CS480379 - PAHO MQTT Cli-
ent Upgrade Introduces SSL/ TLS Hosthame Verification For IoT Gateway in PTC Kepware Products (login

required).
Property Groups [= Credentials
General ClientID
Client Usemame
Message Passwod s
= TLS Configuration
LastWill TLS Version Default
Subscriptions Client Certificate Disable
Licensing Hostname Verification Enable
Password
Specify the password for basic authentication on the broker. lf not using an SSL encrypted
connection, the usermame and password are sent as plain textto the broker. This is a
limitation ofthe protocol

Defaults oK Cancel Apply Help

The Configuration APl allows users to programmatically configure certain drivers and plug-ins. It allows
users with many instances of Kepware Servers or constantly changing products to seamlessly update
their configurations. It isimportant to utilize this feature using the highest level of security possible.

Create a server user group for the specific purpose of using the Configuration APl and adjust the per-
missions for that group according to the principle of least privilege.
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r y
T ==
r B
[c | Runtime Process | Runtime Options | EventLog Server Settings M
Store and Forward Service | security Polides | Local Historian | 10T Gateway
ProgID Redirect | User Manager | C API Service | Certificate Store Administration | Configuration | Runtime Process I Runtime Options I Ewvent Log
@l 3 = 8| 8| @ showdsabled ‘ Store and Forward Service | Security Policies | Local Historian | IoT Gateway
- . ProgID Redirect | User Manager | Configuration API Service I Certificate Store
{New Group (Al-G) | | User Group Properties
: TSt atar 2 £ = - -
=} @nymous Clients Hl a | ﬁl Xl Hl &il [&] show disabled
i Client
Name: NewGroup _
8 T Users Cancel -8 Administrators Built4n administrators group
i Aepefault User Description: ini i
£ Thingwone Interfac| S p a Admmlslra.mr Built-n administrator accngnt
& ThingWorx Intef . . =88 Anonymous Clients Built-n anonymous data dients group
Permissions assigned to this user group: ]
= : Data Client Built4n account representing data dients
Project Modification - =N »
Bl Sorver Pomissions __________ e e ssseon
Manage Licenses Dery a Default User Built-n default user account
Reset OFC Diagrostics Log Allow = ThingWorx Interface Users Built-n Thing\Worx Interface group
Reset Commuricalions Diagnostics Log | Alow H ThingWorx Interface Built-n ThingWorx Interface account
Modify Server Seftings Dery L
Disconnect Clients Dery i :
I Reset Event Log Alow = @  AddUser..
Blanage ORG UACKET G Dery 7 Disable User Group
Corffig APl Log Access Dery
Replace Rurtime Project Alow . i
1/ Tag A #7 Properties...
System Tag Access
Intemal Tag Access
Browse Project bl | [ QK ] [ Cancel ] [ Apply ] [ Help
L

User Properties ===
Identification
pescrpton:
Password

It & recommended that the passnord be atleast 14 charactersin
length and include a mix of uppercase and lowercase leters,
numbers, and special characters. Avoid wellknown, easily
guessed, or comman passwords.

Password:

Confirm:

1. Openthe User Manager in Settings (accessible by right- clicking product icon in the system tray).
2. Click New Group.

3. Assign permissionsto the newly created group according to the principles of least privilege.

4. Right-click on the new group and choose Add User...

5. Set astrong password.

The password must be at least 14 characters in length and include a mix of uppercase and lowercase letters, num-
bers, and special characters.

Avoid well known, easily guessed, or common passwords. Store passwords securely.

Do not share usernames or passwords across multiple users. Create a new user or a new group when users or
groups need varying levels of permissions.

It is strongly recommended to only use HTTPSin both production and testing. HTTPS must be used for
production.

1. Openthe Configuration API Service Settings in Settings (right-click the product icon in the system tray).

2. Disable HTTP.

Proficy® | Kepware® | ThingWorx® www.velotic.com 19



3% Velotic.

4 B
Server Settings ﬂ
Store and Forward Service I Security Policies I Local Historian I IoT Gateway
Administration I Configuration I Runtime Process I Runtime Options | Ewvent Log
ProgiDRedirect | UserManager | Configuration APIService | Certificate Store
Enable No -
Enable HTTP No [~
HTTP Port Yes
HTTPS Port L =
CORS Allowed Origins [ |
Restore Defaults Restore \
View in browser hitp /718 ‘config
View in browser {SSL) https:// 1§ nfig
E T ion Logging | -
Persistence Mode | Memory {r': ,_L- }}
Max Recards [0 V" & -
eply
h

Utilize a Certificate Authority (CA)- signed certificate when possible.
In the Configuration API Service Settings, click Import Certificate..and import a certificate signed by a CA.
In the Configuration API Service Settings, input allow- listed domains into the CORS allowed origins set-

ting.
7 Al
Server Settings M
Store and Forward Service I Security Policies I Local Historian I IoT Gateway
Administration I Configuration I Runtime Process I Runtime Options EventLog
ProgID Redirect I User Manager | Configuration API Service Certificate Store
Max Records 1000 -
Log File Path CProgram Data"Kepware \KEF ServerE
Max single file size (KE) 1000
Min days to preserve 30
Verbose No
= Certifi
View Certfiicate View Certficate 3
Export Certfficate Export Certificate
Reissue Certficate Reissue Certificate
Impart Certificate Import Cartficate -
.

It isrecommended to populate CORS (Cross Origin Domain Sharing) settings with allow- listed domains.
Do NOT use the option of an asterisk to accept all.

Monitor transaction logs and server event log as long as the Configuration APl is in use.

The endpoint for the event log is/ config/vl/event_log and can be retrieved by issuing a “get” to that
endpoint.
Sanitize data both sent and received by the Configuration API.

Ensure that invalid scripting characters and other malicious inputs are not being passed to the server from clients.

As a best practice, clear the browser cache after each session of Configuration APl interaction.

Ongoing Maintenance
It isimportant to constantly evaluate and maintain the security of the system and the server when
deployed in a production environment. This includes, but is not limited to, upgrading to the latest version
as soon as possible, monitoring external dependencies, and following security best practices throughout
the lifecycle of the system and in the environment.

Proficy® | Kepware® | ThingWorx® www.velotic.com 20



3% Velotic.

It is critical that users, especially users deploying this software in safety- critical environments, upgrade to
the latest version as soon as possible to take advantage of security enhancements.

It isimportant to be able to quickly validate newer versions of the software before deploying in a pro-
duction environment.

Users should have a plan in place to quickly validate and implement new versions without any impact to operations.
The ICS CERT recommends that “system administrators should test all patches off-line in a test environment that
contains the same model and type of ICSto determine whether the patch has unintended consequences.”

Automating these tests can expedite this process.

Only utilize the various diagnostics features throughout the product when necessary and turn off dia-
gnhostic modes when not in use.

Monitor all external dependencies and upgrade to the latest version as soon as possible.

When saving a project, utilize all available security mechanisms.
1. Openthe Configuration.
2. Click File | Save As.
3. Choose the New Password option in the Save Project dialog.

4. Setastrong password to protect .sopf project files. The password must be at least 14 charactersin length
and include a mix of uppercase and lowercase letters, numbers, and special characters. Avoid well-known,
easily guessed, or common passwords. Store passwords securely. Project files saved as JSON are human
readable and editable. End users should exercise caution when using this format.

Save Project X

Select project encryption settings.
@ ¥iew password (+.sopf e typel:
Itis recommended that the password be atleast 14 characters and
indude a mix of uppercase and lowercase letters, numbers, and

special characters, Avoid well-known, easily guessed, or common
passwords.

Password: [ |

Confirm Password: | ‘

Use current password (*.sopf file type)

(O Mg encryption, MOT RECOMMENDED (*.apf, *=.json file type)

ok Cancel Help

It isrecommended to document all configuration, administrative, or runtime changes made to the server,
aswell as all systems that interact with the server.

This enables roll-back to a previous system state as well as the ability to replicate any given configuration
should it become necessary.

Regularly review the system configuration as compared to this guide and verify deviations are part of a
conscious choice that does not compromise security.
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Next Steps

1. Access additional information in the user manual.

2. Access Kepware's guides for information on getting started with product features.

3. Email sales@kepware.com to schedule an in-depth demonstration and to learn how to use the server in your
specific environment.
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